Allina Hospitals & Clinics
HIPAA
Research Guidance
Introduction
The Health Insurance Portability and Accountability Act was passed by Congress in 1996.  HIPAA contains the Privacy Rule that requires the development of privacy regulations to protect the confidentiality of individually identifiable health care information.  This information is referred to as Protected Health Information, or PHI.  Protected Health Information is any information pertaining to:  
a) the past, present or future physical or mental health or condition of an individual; b) the provision of health care to an individual; or c) the past, present or future payment for the provision of health care to an individual.  PHI may be information that is recorded electronically, on paper, or orally.  PHI may concern living people or dead people (referred to in the law as "decedents").  PHI does NOT include de-identified information or biological tissue with no accompanying information, such as an accession number or code number that may be linked to an identifier.

Allina Requirements

Investigators conducting research in Allina facilities, with Allina patients and/or under the jurisdiction of an Allina Institutional Review Board (IRB), must have authority under the HIPAA Privacy Rule to use or disclose PHI preceding or during the conduct of a research study.

Privacy Board
HIPAA rules require a Privacy Board or IRB acting as a Privacy Board, to review the research use of HIPAA-regulated health information.  Allina IRBs will serve in this capacity for investigators conducting research in Allina Hospitals & Clinics.

Definitions

· Protected Health Information (PHI) — Health information that is individually identifiable (i.e., patient-specific) and that is created, maintained, used or disclosed by a covered entity.  More specifically, the term refers to information that: (1) identifies or could reasonably be used to identify the individual; and (2) relates to an individual’s physical or mental health or condition, the provision of health care to an individual, or payment for health care provided to an individual.

· Authorization — Written permission from a research subject allowing the use and disclosure of his or her health information for research purposes.  Under the federal privacy rule, a provider must obtain authorization to use or disclose PHI for research unless one of these exceptions applies:

· the IRB expressly waives the authorization requirements;
· the IRB alters, in some manner, the authorization requirements; or
· the Health Insurance Portability and Accountability Act information is disclosed only as part of a valid limited data set, accompanied by a qualifying data use agreement.
· Covered Entity — A health plan, health care clearinghouse, or a health care provider who transmits any health information in electronic form [§160.103].

· Data Use Agreement — A written agreement obtained from the intended recipient of a limited data set.  The data use agreement specifies how information in the limited data set may be used or disclosed.  No data may be disclosed as part of a limited data set until both parties have signed a data use agreement.

· De-Identified Information — Health information that does not identify an individual.  Health information can be rendered de-identified either by (i) removal of 18 specified kinds of information about the individual and the individual’s relatives, employers, or household members; or (ii) documentation from a professional knowledgeable in statistical and scientific methods that the risk of identification is very small [§164.514(b)].  De-identified information is not subject to the HIPAA privacy requirements [§164.514(a)].
· Designated Record Set — A group of records (including any items, collection, or grouping of information that contains PHI that is used by or for a covered entity to make decisions about individuals.  Designated record sets include (but are not limited to) medical records, billing records, health plan enrollment records, payment records, claims records, case management records, and medical management records [§164.501].  Research information that is not related to treatment may or may not be included among the covered entity’s designated records sets.

· Disclosure — The release, transfer, provision of access to, or divulging in any other manner of information outside the entity holding the information [§164.501].
· Individually Identifiable Health Information — Any information, including demographic information collected from an individual, that:

· is created or received by a health care provider, health plan, employer, or health care clearinghouse and

· relates to (a) the past, present, or future physical or mental health or condition of an individual; (b) the provision of health care to the individual and

· identifies the individual or there is a reasonable basis to believe can be used to identify the individual [§164.103].

· Limited Data Set  — Data from which nearly all direct personal identifiers have been removed.  Indirect identifiers (admission dates, discharge and service dates, date of death, age, five-digit zip codes) may remain on the data set.

Research Authorization

A HIPAA Authorization documents how the research team may use and disclose a subject’s PHI.  The authorization language may be a separate document or may be contained within the research consent form.  Allina IRBs prefer, and Abbott Northwestern IRB requires, a separate document.  The IRB does not approve the authorization but documents that the researcher has prepared an authorization for use while conducting the study.  To be valid, the authorization must include these elements:

· a description of the information that will be used or disclosed during the study;

· identification of all parties and/or classes of persons (e.g., members of the study team) authorized to use or disclose the PHI;

· the persons, organizations or entities to which the disclosure will be made;

· a description of all purposes for which the disclosures may be made;

· an expiration date or event (e.g., “end of research study”);

· if applicable, a statement that the individual’s access to PHI created or obtained during the research study may be suspended as long as research is in progress, and that the subject’s right of access will be reinstated upon completion of the research;

· a statement that participant has the right to revoke authorization in writing and instructions on where to direct correspondence;

· if applicable, a statement that if authorization is revoked, research-related treatment may no longer be provided; and
· a signature line for research participant/legally authorized representative to sign and date and a line to describe the authority a legal representative has to act on the patient’s behalf.  Follow this link to the HIPAA Authorization for the Use & Disclosure of PHI -  Template.
Exceptions to HIPAA Authorization
· Waiver of HIPAA Authorization

A researcher may ask the IRB to waive HIPAA Authorization under certain specified circumstances.  The federal privacy rule requires that waivers meet the following criteria:
1)  use or disclosure of PHI involves no more than a minimal risk to the privacy of individuals based on the presence of the following elements:
· an adequate plan to protect the identifiers from improper use and disclosure;

· an adequate plan to destroy the identifiers at the earliest opportunity consistent with the conduct of research, unless there is a health or research justification for retaining the identifiers or such retention is otherwise authorized by law;

· adequate written assurances that the PHI will not be reused or disclosed to any other person or entity, except as required by law, for authorized oversight of the research study, or for other research for which the use or disclosure of protected health information would be permitted;

2)  statement explaining why the research could not practicably be conducted without the waiver or alteration; and
3)  statement explaining why the research could not practicably be conducted without access to and use of the PHI.

If a researcher wishes to seek a waiver of the authorization requirement, the Waiver of HIPAA Authorization Form, must be completed and submitted as part of the IRB Application. 

· Request for Alteration of HIPAA Authorization

A researcher may ask the IRB to alter some elements of a HIPAA Authorization.  This alteration is not a full waiver, but sets aside or changes certain elements of the authorization.  For example, the researcher may ask the IRB for an alteration if the researcher wants to use non-Allina personnel to recruit patients for a study.  The alteration would permit the researcher to use PHI to contact potential research subjects without first obtaining written authorization.
The federal privacy rule requires that alterations must meet the following criteria.  The written request for alteration of the authorization must include the following elements:

· a specific description of the authorization elements that the researcher asks to be altered or partially waived (e.g., the research sites may disclose PHI to the research team, as reasonably necessary to allow the research teams to conduct chart reviews and contact potential study participants, for the purpose of recruiting research subjects);
· an adequate plan to protect the identifiers from improper use and disclosure;
· an adequate plan to destroy the identifiers at the earliest opportunity consistent with the conduct of research, unless there is a health or research justification for retaining the identifiers or such retention is otherwise authorized by law;
· adequate written assurances that the PHI will not be reused or disclosed to any other person or entity, except as required by law, for authorized oversight of the research study, or for other research for which the use or disclosure of protected health information would be permitted;
· a statement explaining why the research could not practicably be conducted without the waiver or alteration; and
· a statement explaining why the research could not practicably be conducted without access to and use of the PHI.

If the researcher seeks an alteration of the authorization requirement, the Request for Alteration of Authorization Requirement Form, must be completed and submitted with the IRB Research Review Application.
· Limited Data Set

A covered entity may disclose health information that has been stripped of most direct identifiers called a Limited Data Set (LDS). To qualify as a LDS, the following identifiers must be removed from the data prior to use or disclosure for research:

1) name

2) street address

3) telephone numbers

4) fax numbers

5) e-mail addresses

6) medical record numbers

7) health plan beneficiary numbers

8) account numbers

9) certificate/license numbers

10) vehicle identifiers and serial numbers

11) device identifiers and serial numbers

12) URLs

13) IP Address numbers

14) biometrics identifiers, including finger and voiceprints
15) full face photos and other comparable image

16) social security numbers

In order for a covered entity to disclose a limited data set, a researcher must enter into a data use agreement with the covered entity.  

· Data Use Agreement

A data use agreement must be in place between the covered entity and the researcher before the limited data set may be obtained.  The data use agreement must contain satisfactory assurances that the researcher will only use or disclose the limited data set for research purposes set forth in the data use agreement. 

The data use agreement must meet the following requirements: 

1) establish the permitted uses or disclosures of the information by the researcher; 

2) establish who is permitted to use or receive the limited data set; 

3) provide that the researcher will not use or further disclose the information other than as permitted by the agreement or required by law; 

4) provide that the researcher will use appropriate safeguards to prevent the impermissible use or disclosure of the information; 

5) provide that the researcher will report to the holder of the PHI any impermissible use or disclosure of which it becomes aware; 

6) require that the researcher will ensure that any agents to whom the researcher provides the limited data set agree to the same restrictions and conditions; 

7) provide that the researcher will not identify the information or contact the individuals; and 

The IRB does not review or approve data use agreements.
· De-Identified Information

Researchers may access protected health information without authorization when certain identifiers have been removed.  This is referred to as de-identification under the HIPAA Privacy Rule.
De-identification can be achieved through:

1)  Removal of Specific Identifiers

The following identifiers of the individual or of relatives, employers, or household members of the individual are removed:

· names;

· all geographic subdivisions smaller than a state, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip code if, according to the current publicly available data from the Bureau of the Census:

· the geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people; and

· the initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 000;

· all elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death, and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older;

· telephone numbers;

· fax numbers;

· electronic mail address;

· social security numbers;

· medical record numbers;

· health plan beneficiary numbers;

· account numbers;

· certificate/license numbers;

· vehicle identifiers and serial numbers, including license plate numbers;

· device identifiers and serial numbers;

· Web Universal Resource Locators (URLs);

· internet protocol (IP) address numbers;

· biometric identifiers, including finger and voice prints;

· full face photographic images and any comparable images;

· any other unique identifying number, characteristic, or code the covered entity does not have actual knowledge that the information could be used alone or in combination with other information to identify an individual who is a subject of the information.

2) Statistical Determination

· Information is de-identified by a person with appropriate knowledge and experience with generally accepted statistical and scientific principles and methods for rending information not individually identifiable:

(i) applying such principles and methods, determines that the risk is very small that the information could be used, alone or in combination with other reasonably available information, by an anticipated recipient to identify an individual who is a subject of the information; and
(ii) documents the methods and results of the analysis that justify such determination;

· De-identified information may include:

· gender

· age under 90

· codes for re-identifying the information

· Re-identification of Information

A covered entity may assign a code or other means of record identification to allow de-identified information to be re-identified by the covered entity provided that:

· Derivation:  the code or other means of record identification is not derived from or related to information about the individual and is not otherwise capable of being translated so as to identify the individual (meaning you can’t use the social security number or address or date of birth as the code for re-identification); and

· Security:  the covered entity does not use or disclose the code or other means of record identification for any other purpose, and does not disclose the mechanism for re-identification.

· Disclosure Preparatory to Research

An Allina facility may disclose PHI preparatory to research if the researcher represents:
· that the use or disclosure sought is solely to review PHI as necessary to prepare a research protocol or for similar purposes “preparatory to research”;
· that no PHI is to be removed from the facility by the researcher in the course of the review; and
· that the PHI for which use or disclosure is sought is necessary for the research purposes.
Information may be recorded with identifiers but the information may not be removed from the facility at any time. 
· Research on Decedents

An Allina facility may disclose PHI of decedents if the researcher represents that such PHI will be used only for research, and is necessary for the research.  In addition, the researcher must be able to produce documentation, upon request of the Allina facility, of the death of such individuals.

Allina facilities may disclose PHI of decedents for research if the researcher represents or provides:

· that the use or disclosure sought is solely for research on the protected health information of decedents;

· documentation, at the request of the covered entity, of the death of such individuals; and

· that the protected health information for which use or disclosure is sought is necessary for the research purposes.

· Subject Recruitment

No subject recruitment may begin until final written notification of approval or waiver of authorization under the Privacy Rule is received from the IRB.  The HIPAA Privacy Rule strictly limits when and how covered entities may use or disclose PHI for subject recruitment.  Researchers must not ask Allina facilities to use or disclose PHI inappropriately for recruitment.
Allina facilities may not disclose names of potential study participants (or any other information) unless:

1) disclosure is made to an Allina employee who reviews the information at the facility and does not remove any information from the facility;

2) the IRB has approved the researchers’ Request for Waiver of Authorization Requirement and provided written documentation of such approval; or

3) the IRB has approved the researcher’s Request for Alteration of Authorization Requirement and provided written documentation of such approval.  The alteration must state specifically that no authorization will be required for an Allina facility to disclose PHI to the research team for subject recruitment purposes.

Researchers must not access PHI stored in Allina information systems for any recruitment purposes unless one of the criteria above is satisfied.  Notwithstanding the criteria above, a health care provider needs no authorization, waiver or alteration to discuss with his or her patient the option of enrolling in a clinical trial.

· Legally Authorized Representative (LAR)

The following information outlines for researchers the qualifications that must be met to be a legally authorized representative.

Legal Representatives of Adults and Emancipated Minors (Allina Policy PC309)

A person qualifies as the legal representative of an adult or an emancipated minor when there is presented a power of attorney or court order that (i) is valid on its face, (ii) is currently effective, (iii) designates the person as the individual’s legal representative or substitute decision-maker, and (iv) authorizes the person to access the individual’s medical records and/or consent to their release.  In Minnesota, a written advance directive or health care directive that satisfies these criteria also may be accepted.

Deceased Individuals (Allina Policy PC309)

A person qualifies as the legal representative of a deceased individual if the person is the individual’s surviving parent or surviving spouse, or if the person is appointed as legal representative pursuant to a court order or in the descendant’s will.

Authorization from Someone Other Than the Individual

The Privacy Rule requires that a description of the LAR’s authority to act for the individual be provided with the authorization [§164.502(g), 64.508©(vi)].

· Facility Disclosure Forms
The following forms are to be used by researchers when requesting protected health information from Allina facilities.  These forms are presented to facility health information personnel who will verify there is proper HIPAA authority to disclose information to the researcher.  These forms are not submitted to the IRB.
· Facility Authorization

A Facility Authorization for Use or Disclosure of Health Information for Research form is used to obtain a subject’s permission for disclosure of health records from an Allina facility to the researcher.  Each participant in a study must provide written permission for each specific Allina facility to use and/or disclose his or her PHI to the research team.  If more that one facility will be asked to disclose PHI, the participant must sign a Facility Authorization for each one.  A completed, signed Facility Authorization form will document the subject’s permission for an Allina facility to disclose the subject’s PHI for research purposes.  It is suggested that researchers ask subjects to sign Facility Authorization forms at the time they are enrolled to ensure timely access to PHI of research subjects.  The Facility Authorization is Allina form number 200-F-13R and will not be reviewed by the IRB.  
· Disclosure Request Form
The Disclosure Request Form must be completed and presented to Allina facilities when requesting the release of PHI for research purposed.  
· Request for PHI Preparatory to Research

The Request for PHI Preparatory to Research Form must be presented to Allina facilities when requesting the release of PHI preparatory to research.  
· Request for PHI for Decedents

The Request for PHI for Decedents Form must be presented to Allina facilities when requesting PHI for research involving the use of decedent. 
· HIPAA and Minnesota Statute and Privacy

The Allina health information departments and research administration office have prepared a chart that will assist research personnel in understanding how both the HIPAA Privacy Rule and the Minnesota Statute §144.33 govern the release of medical record information for research.  The
Disclosure of Records for Research Purposes chart may be downloaded.
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