
[image: image1]        


Allina eProtocol User Agreement
All persons wishing to access the Allina Health System (Allina) eProtocol System, a licensed product of Key Solutions, Inc. (KSI), must complete the bottom and agree to the terms outlined below before access to eProtocol will be granted by Allina.  
· I will not transfer, sublicense, or otherwise distribute the software to any third party;
· I will not copy or modify the software in whole or in part;
· I will not lease, lend or rent the software or transfer any of its rights, use the Software to provide service bureau, timesharing or other computer services to third parties, or otherwise provide or make the functionality of the software available to third parties;

· Software contains trade secrets of KSI and its licensors, and that all rights, title and interest in the Licensed Software shall remain in KSI and its licensors.  Authorized User may not access the software object code or source code without KSI’s prior written consent and licensee may not duplicate, modify, adapt translate, reverse engineer, decompile, disassemble or create derivative works based upon the Software, nor permit any third party to do so;
· I will not attempt to interfere, disrupt, attempt to gain access to any systems or networks that connect thereto (except as required to access and use the Software);

· I will use the Software exclusively for authorized and legal purposes, consistent with all applicable laws, regulations and the rights of others; 
· I will not submit to the eProtocol System any information considered Protected Health Information (PHI) under the Health Information Portability and Accountability Act (HIPAA) of 1996 and related regulations;
· I will keep confidential, and not disclose to any third party, any protected health information, user identifications, account numbers and account profiles;

· Allina Health System or KSI is not responsible for any lost data, information or other content that may have been entered into the Software.  KSI has made commitments to Allina to safeguard, backup and maintain data input into the system; however, that is no guarantee that the System if free from catastrophic events;
· Information submitted to Allina becomes property of Allina and will not be returned;
· Allina is not responsible for the transmission of confidential information over the internet; 
· I will not share login and password with any other person; and
· If I print any materials from the eProtocol System, I will either store or destroy the materials in a secure manner. 
I agree to the terms listed above and understand that if I violate the terms of the agreement, Allina may restrict or revoke my access to eProtocol at their discretion. 
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	Signature
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Please submit this agreement to the Research Administration Office via email, fax or mail:
PO Box 43, Mail Route 10105, Minneapolis MN 55440; Fax: (612) 262-4953; Email: research@allina.com

